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WucTpykus
0 IIPUMEHEHUHU CPE/ICTB aHTUBUPYCHOM 3aIATHI
uH(pOpMaIuu
MYHHUIIUAIIATIEHOTO OIOKETHOTO
00111e00pa30BaTEIHHOIO YUPEKICHHUS-
XOTBIHENIKOH cpeHel 0011e00pa3oBaTeIbHOM
mkosibl uMeHu Cepres ['eHHanpeBnYa
ITomatunoBa XoTeHENKOTO paiiona OpiIoBcKoit
oOmacTu

1. TepMuHBI 4 onpee/ieHus

B UHCTpykiMM O TpPUMEHEHUH CpPEICTB AHTHBHPYCHOM  3aIllUTHI
uHpopMarmu (manee - MHCTPYKIMS) HCIONB30BAHBI CIEIYIOIIHE TEPMUHBI U
OIIpeNIeNICHSL: )

[lonp30BaTenu - MOJDKHOCTHBIE IHIA, a TaKKe BCe MAPYrHe Jula |
OpraHM3alliy, HCIIONB3YIOIINEe B paboTe CpPelCcTBa 3IMEKTPOHHO-BEIYUCIHTEIBHOM
TEXHUKH.

AJIMAHUCTpAaTOphl ~QHTUBUPYCHOW 3alUTHl HHbOpManuu (gamee -
anmunaucTpatopsl AB3) - moKHOCTHBIE JTUITA MTOIpa3AeieH i HHOOPMAITHOHHOM
be3omacHocTy (TeXHUYECKUX MOJpa3/ielieHuil), Ha3HAUeHHbIEe OTBETCTBEHHBIMH 32
SKCILTyaTallNIO CPEACTB aHTUBUPYCHOM 3aIIUTHI HH(GOPMAIUH B 00eCTIeYnBarOIIHe
OpraHm3anuio U 3Q¢GEeKTUBHOE HCIIONB30BaHUE CHUCTEMBl aHTUBUPYCHOM 3allHThI
UHpOpPMAIUH.

JlokanpHO-BRIYMCIUTENBHAS ceTh (Hanee - JIBC) - rpynnma DBM, a taxxke
nepudepuitnoe 000pyaOBaHHE, OOBCIUHEHHBIE OJHUM WA HECKOJBKHMH
aBTOHOMHBIMU (HEapEHIYyEeMbIMHA)  BBICOKOCKOPOCTHBIMH  KaHaJlaMH
nepeiaur MEQPPOBLIX JAHHBIX B IpeenaxX OJHOTO MM HECKONBKUX OIH3IeKAIIHX
3IaHUA. . &

AHTHBHpYCHas 3alUTa HWHQOpPMAallMM - CHUCTeMa OpraHU3aIOHHO-
TEXHUUECKUX MEPONPULTHH, TpeOOBaHUN U YCIOBHM UCIIOJIB30BAHUS dJIEKTPOHHO-
BBIUMCIIHTENHHON TEXHUKHM, IIpeHa3HAaueHHas Ul TPeJOTBPAINeHHs 3apaKeHns
IPOrpaMMHBIMU  BUpPyCaMM  HH(QOPMAIMOHHO-BBIUUCIUTEIBHEIX  PECYPCOB
TOCPE/ICTBOM NIPUMEHEHHS CPECTB AHTUBAPYCHOM 3aIUThHI HH(MOPMAITHH.

BpenoHocHas mporpamMma - mporpamma JJisi 3J€KTPOHHO-BBIUUCIUTENIbHBIX
vamue  (OBM), 3aBegomMo  mpuBOAAlias K HECAHKIMOHHUPOBAHHOMY
YHAYTOXXEHUIO, OJOKHPOBAHUIO, MOJU(PHUKAIINY OO0 KOIUPOBAHUIO HH(DOPMAITIH,
HapyueHuio pabotsl DBM, cuctemsl OBM mnm ux ceT.




[IporpaMMHBle BHPYCHl - Pa3HOBHIHOCTH BPEJOHOCHBIX IPOrpaMM,
OTIIHIHTETbHON 0COBEHHOCTHIO KOTOPBIX SBJISETCS CIOCOOHOCTD K Pa3MHOKEHHIO
(caMopeluKanuy). B JomonHeHHe K OTOMY OHHM MOIYT IOBPEXKIATEH HIlH
[IOJIHOCTBIO YHHYTOXATh [JaHHBIE, MOJAKOHTPOJIBHBIE IMOJL30BATENIO, OT HMEHH
KOTOpOro Oblia 3aIlyllleHa 3apakeHHas Iporpamma.

VH(GOPMAIIMOHHO-TEXHIIeCKas CIykba — CTPYKTYPHOE IMOAPA3ASICHHE
OpraHm3alli¥, OTBETCTBEHHOE 32 (YHKIMOHHPOBAHHME aBTOMATH3HPOBAHHBIX
uH(GOPMAIIMOHHBIX CHCTEM U 3JIEKTPOHHO-BBIYMCIIHTEIPHONH TexHukH. B
HEeGOIBIINX OPraHMU3aMsIX Ha HEro MOTYT OBITh BO3JIOKEHBI H GYHKIHH CIyXOBI
HHGOPMAILIOHHON 6€30TIaCHOCTH.

2. O0uue noJI0KeHHusI

18 Hacrosimass MHCTpyKImsi paspaboTaHa B HEISX OCYIMIECTBICHHA
AHTHBHUPYCHON 3alUThl HHGOPMAIMH, COICPKaIIeHcs | oOpabaTbiBaeMoOil Ha
paboumx  CTAHIMAX  CTPYKTYPHBIX NoApasfelieHui  opraHusaiu , OT

HECAHKI[OHUPOBAHHOTO KOIMPOBAHMs, MOJM(QUKAIME M PaspylICHUT MaHHBIX,
HCTIONB3YEMBIX B JIEATENBHOCTA YUPSKJCHHS, a TaloKe HapyIICHH paboThl
HCTIOJIB3yEMOTO IIPOTPAMMHOT0 00eCIIeYeH st [IPU BO3IEHCTBIY BUPYCOB U IPYTHX
BPEJOHOCHBIX POrPaMM OCPE/ICTBOM KOMILIEKCa OpraHU3alOHHO-TEXHIIECKIX
MEpOIIPUATHH [0 00ECIIeIeHIIO HHOPMALMOHHOH 0e30TIaCHOCTH.

2.  Hacrosmas MHCTpyKIWs onpelelseT MOopsIoK NPUMEHEHUS CPEICTB
AHTUBUPYCHOM 3aIlIUTHl B CTPYKTYPHBIX HOJAPA3/EICHIIX, 3a1aty, 00S13aHHOCTH |
mpaBa agMuHECTpaTopoB AB3, monbsoBaTeNel CpECTB AQHTUBHUPYCHOW 3alIUTHI
WH(GOPMAINK, HOPSAIOK YCTAHOBKH M NPUMEHCHIA OOHOBJIEHUH, TOIKIIOYCHHUS
Cpe/ICTB AHTUBHPYCHOHM 3allMTHI, a TaKKe IOPSAOK JHMKBHIAIAN II0CTIeICTBUI
BO3/IEMCTBHSI TPOTPAMMHBIX BHPYCOB.

3. Tpe6osanus HacTosmed MHCTpYKIMH 00s13aTeNBHBI IS BBIIIOJTHEHUS
BceME IOIB30BATENSIMH ¥ agMmuHucTpaTopamu AB3, a Taioke HHBIMA JIHIAMH,
MCIIOJB3YIOIIMMY CPEeICTBA BEYUCIUTEIEHON TEXHUKH.

4. O6mmee pyKOBOICTBO ~ OOECIeIeHHEM —AHTHBMPYCHOH  3allHTEI
MH(POPMAIU B OCYIIECTBILICTCA MH(OPMALHOHHO-TEXHUIECKOH CITyKOOH (manee
- ITC) u OTBETCTBEHHBIM 33 MH(OPMAIMOHHYIO OE30MACHOCTD M TEXHHYECKYIO
samury uapopmarmu UTC.

5. OTBEerCTBEHHSBIH 332 HHPOPMAIMOHHYIO 0€30TMACHOCTD U TEXHIHIECKYIO
sammry mHGbopMmaimn WTC  ocylecTBIsSeT HEMOCPEACTBEHHOE PYKOBOACTBO
opraHusanyeidl MpoBedeHHs padoT o AHTHBUPYCHOM 3amuTe MH(GOpMaluH B
opraum3anyy yepes corpynankos UTC.

6. IlpakTudeckoe pelleHuWe 3aj1ad, CBA3AHHBIX C opraHu3alyen
AHTHBHUPYCHOM 3aIlUThl MH(QOpMAIUN Y IOpPUMEHEHWEM CpPEJICTB aHTUBUPYCHOM
3ammTel  MHGOPMAIMM B CTPYKTYPHBIX IOAPA3JICNEHMIX, OCYIICCTBIACTCS
corpynaukamu U TC.

7. Tlpu BO3HMKHOBEHHMM CHUTyald{{, HE BKIIOYECHHBIX B IIOJIOXKCHI
pacrosimiedl MHCTPYKIUH,  pelleHre TPUHAMACTCS aIMUHUCTPaTOPOM AB3 1o
COIJIACOBAHMIO C OTBCTCTBEHHBIM 34 nH(GOPMAIMOHHYI0 0€30IacHOCTE U
TexHmrdecKyro 3amuty uHbopmanun UTC.



3. Tlopsi10K NPHMEHEeHHs! CPeACTB AHTHBHPY CHOM 32 IHTHI HHpOPMANHH B
00pa30BaTeJbHOM yUpPeKIeHHH

1. CpexcTBa  aHTMBAPYCHO#  3alUTBl ~ WHGOPMAIMA  JOJDKHEI
yCTaHABIMBAaTBECI  HAa  BCEX  CPENCTBax BBIUMACIUTENLHOH  TEXHHKH,
SKCTLTyaTHPYeMBIX B 00pasoBaTeNbHOM ydupexaeHud. Ilpu TEXHOJIOTHIECKOH
HEOOXOMEMOCTH Ha OTJENbHBIE CPENCTBA BBIYUCIUTENBHOM TEXHWKH CPEACTBA
AHTHBHPYCHOM 3aIUTHl HHQOPMAMX MOTYT HE yCTaHABIUBATBCA. CIHCOK TaKHX
HCKTIOYeHmii  yTBepxkaaercss pykoomurenem MWTC u  mepecMaTpHBacTCA
€XKEroIHO. :

2. TlopsgoK MpUMEHEHHS CPENCTB aHTUBHPYCHOH 3aIUThI uHbOpMAITHH
YCTAHABJIMBAETCS C YIETOM COOIIOICHHS CIIEYIOIIHX TpeOOBaHUM:
- 00s3aTeIbHbIM BXOIHON KOHTPOJb 32 OTCYTCTBHEM IPOTrPAMMHBIX BHPYCOB
BO BCceX MOCTYNAIOMMX Ha OOBEKT MHGbOpPMATH3alMH SJIEKTPOHHBIX HOCHTEIIX
pHGOpMAniK, HHOOPMAIIMOHHBIX MacCHBAaX, MPOrPaMMHEIX CPE/ICTBAX o01ero u
CIIeLMaIBbHOTO Ha3HAYEHUS;
- 06sI3aTeIbHAS IPOBEPKA BCEX BIEKTPOHHBIX IFICEM Ha IPEIMET OTCYTCTBHA
IPOrPaMMHBIX BHPYCOB;
- IeproIFHecKas IPOBEPKa Ha TPeJMEeT OTCYTCTBHUS [POrPaMMHBIX BUPYCOB
KECTKUX MArHHTHBIX JUCKOB (He peke OJHOTO pasa B HEJENMO) U 0bs3aTenbHas
IpoBepKa CheMHBIX HOCUTeNeH HHbOpMalliK Mepel HadaloM paboThl C HUMU;
- BHEIIIAHOBAs IPOBEPKA )KECTKUX MArHUTHBIX IMCKOB U ChEMHbIX HOCHUTEINEeH
uHGbOPMAIIMH B CIlydae IIO03PEHNsI Ha HaIiIKe NPOrPaMMHBIX BUPYCOB;
- BOCCTAHOBJICHHE  PabOTOCIOCOOHOCTH — MPOTPaMMHBIX  CPEACTB  H
MHGOPMAIIMOHHBIX MACCHBOB, OBPEXKICHHBIX IPOrPAMMHBIMH BUPY CaMH.

3. V0IOTHOMOYEHHOE JHIO OpraHuM3alyd IO aHTHBUPYCHOM 3alluTe
nH(OpMAaIK 00ECIIETNBALT: :
- yIpaBleHde — KOHQUrypaunuen H JIOTUYECKOM  CTPYKTYypOH  BCErO
IPOrPaMMHOT0 OOECIIEUCHYSI CHCTEMBI AHTHBHUPYCHOM 3alIUTHI HHPOPMAIINH;
- yIpaBjieHHe YCTAaHOBKOU ¥ OOHOBJIECHHEM JIMLICH3MOHHBIX KIIIO9eld Cpe/ICTB
AHTHBHPYCHOM 3aIlUThl HH(POpMAIUH;
- yOpaBIeHHe PacChUIKOM | YCTAaHOBKOW OOHOBIEHMH 0a3 Cpe/ICTB
AHTHBUPYCHOM 3aIIUTHI HH()OPMAIIH;
- OrpaHMYeHHe AOCTYNa TOIb30BaTeIel Ha pabounx MecTaX K HACTPOHKaM
YCTAHOBIEHHBIX CPEJICTB AHTHBUPYCHOH 3aIUThL HH(POPMalUY,;
- HACTPOMKY PACCHUIKH COOOIIeHHH 00 0OHapy/KEHUU BHpPYCOB, O COOSX B
paboTe CpeCTB AHTUBUPYCHOM 3QIIUTHL U T.11.;
- yIaNeHHOe pelleHne pobieM, BOSHAKAIONIMX B IPOLECCEe HCIOMB30BaHMNA
CPEJICTB aHTHUBUPYCHOM 3alUThI HAHq)opMa(ﬁHu.

4.  Jlns paboumx CTAHIMK U CEPBEPOB, KOTOPBIC HE UMCIOT TIOAKIHOCHI
& JIBE s rCpeHeTRa AHTHBHUPYCHOM  3aIllUThI uadopMaliy IS HUX
YCTAHABIMBAIOTCS JIOKATBHO B LOPSIKE, OTPE/IE/ICHHOM a/IMAHACTPATOpOM AB3, c
ydaeToM TpeGoBaHM HacTosel HCTpYKIHY.

5. Vacramnsnus W HACTpOMKa - CPEACTB AHTHBUPYCHOM  3allATHI
pHQOPMAIMM  OCYIIECTBIAIOTCS ~ B COOTBETCTBMM € OpOTPaMMHOM |
SKCILTyaTallMOHHOMN JOKyMeHTAIHeH, I0CTaB/IAEMON B KOMILICKTE C HAMH.




6. Kommposanue mo00# wH(GOpMAIMY, NEPEeHOCHMOW C  MOMOIIBEO
EOGBLIX CheMHBIX HOCHTENeH nHpopMalyH, TOIKHO IPOM3BOIUTECS TOJIBKO MOCIS
pOBeIeHHUs POLeIyPhI TOIHOT0 AHTHBHPYCHOTO KOHTPOJISI CHEMHOIO HOCHTEIA.

7. AHTHBHpYyCHas INpoQUIaKTHKa ABIACTCA HEOOXOIHMBIM 3ICMSHTOM
ammThl  MHGOPMAIMOHHBIX PECypCoB  yUPEIKACHHA OT HMX MOIHOQHKANHH H

VHHYTOXCHHUSA. AHTHBAPYCHAA MpOGUIAKTAKA COCTOSHHS CPEACTB AHTHBHPYCHEOH
3amuThl HHGOpMALIMU Ha cepBepax U pabouMx CTAHIHAX JODKHZ NPOBOIHTECHE 1O
COTJIACOBAHUIO C aIMMHHCTpaTOpamMu AB3 B Hepabodee BpeMs, 32 HCKIIOUCHHCM
BHEIITATHBIX CUTyallHH.
4. Tlopsinok 0OHOBJICHHS 0a3 JaHHBIX CPeACTB AHTHBHPYCHOH 3alHTHI
uHdopManuu

1.  CsoeBpeMeHHOE OOHOBIEHUE 6a3 IAaHHBIX CPEICTB AHTHBHDYCHOH
saruThl BEQOPMAIIMY B CTPYKTYPHBIX IOJPA3ACICHIAX gBIIsIeTCS HEOTHEMIIEMOH
qactio  obecriedeHns  dG(EKTUBHOM — TIOMUTHKH AHTHBHUPYCHOM  3aIlUTEI
uHOOPMAIUH. :

7. (O6poBrneHne 0a3 TaHHBIX  CPEICTB AHTUBUPYCHOM  3aILUTEI
pHGOpMALME Ha pabodymX CTaHIHUAX, YCTaHOBJIEHHBIX JIOKAbHO B CTPYKTYPHBIX
TOpA3/IeNIeHIsX, JOIDKHO MPOM3BONUTECA HE peXe OIHOro pasa B HECMO B
TopsiiKe, yCTAaHABIMBAEMOM anvuarcTpaTropoM AB3, ¢ y9IeTOM TpeOoBaHMN
HacToanier MHCTPpYyKIUH.

3.  Ha pabGoueM MecTe aIMUHACTPATOPa AB3 MoryTt ObITH yCTAHOBIICHEI
Cpe/cTBa, MO3BOJMIONIAE HEpe3 JIBC ympaBisTh KOMIIOHEHTaMH CHCTEMBI
AHTWBHPYCHOM 3aIUThl, YCTAHOBICHHBIMA Ha paboumx CTaHIMSIX ¥ CEpBEpax B
CTPYKTYPHBIX TIOJpasfIeNIeHIsX, a TaloKe TIPOBOAUTH OOHOBJICHNS 0a3 CpeInCTB
AHTUBAPYCHOM 3allMThl MH(OPMALNH. B cioygae ecad pabodas CTaHIHA
monpsoBarens He moakmodena k JIBC, OGHOBJICHHAE CPEICTB AHTHBUPYCHOH
samuThl MHOOPMAIMH TIPOM3BOUTCS MONE30BATEICM yepe3 CheMHbIC HOCHTEIH
pHbopMaruy. [1eproJMIHOCTE OGHOBIEHMS OIpeeseTcss MPOrpaMMHBIMA
TpeGOBaHUAMU  CPE/ICTB AHTUBUPYCHOM  3alUTBI pHGOpMaALUK WM
yCTaHaBIMBAETCS aIMUHACTPATOPOM AB3.

5. OGs13aHHOCTH, IPAaBa H NOPSII0K Ha3HAYEHUS agmuancTpaTopoB AB3

5 AIMUHHACTPATOPHI AB3 o00s3aHbsl  o0ecrieunBaTh COOIIOIEHHE B
YUpEXACHUA ITOIUTUKA AHTUBUPYCHOM 3alUTHI pHQOpMALlMK ¥ BBIABJICHIC
(hakTOB 3apaKeHUs MPOrpaMMHBIMA BHpYCaMHU.

7 K oCHOBHBIM 3a/ia4aM aIMHUHHACTPATOPA AB?3 oTHOCSTCS OpraHu3ausl
mpolfecca yCTaHOBKH U OGHOBJIEHYSI CPEJICTB AHTHBUPYCHOH 3aILIUTEL uHbopMaIn
Ha paboumx  CTaHLMIX momb3oBaTenell  u  ObecledeHHE  TEXHUHECKOLO
CONPOBOXKEHNs  JIEHCTBHH monp3oBaTeNe B CHyHasX 00HapyKEHHUS
IPOrpaMMHEIX BHPYCOB, a TaloKe OCYyIIeCTBICHAE KOHTPOJA 33 COCTOAHHCM
CHCTeMBI AHTHBIPYCHO# 3aIUThI HHOOPMAIIIH.

3. AngvuauctpaTop AB3 HeceT OTBETCTBCHHOCTD: 34 CBOEBPEMEHHYIO
YCTAHOBKY CPEJICTB AHTHMBIDYCHOM 3aIAThl HHQOPMALIHIL;

- 3a SKCIUTyaTaldi0 CUCTEMBI AHTUBHPYCHOM 3aIUThI HHQOPMALIIH;

- 32 CBOEBpPEMEHHOE OOHOBIEHNC JWIIEH3MHA Ha CPEJCTBa QHTUBHPYCHOH
3Tl HHGOPMAIIHH;

- 33 CBOCBDEMEHHOE OOHOBICHNC 0a3 HaHHBIX CPEICTB AHTUBUPYCHOH
3aIUTHI KHPOPMAIH.

-




4. Apmunuctpatop AB3 nmeer npaso:

- BHOCHUTBH TPEMJIOKEHUSI IO COBEPIICHCTBOBAHUIO CHUCTEMBl aHTHUBUPYCHOM
3alMUTEl WHQOPMAIMM B CTPYKTYPHBIX TOApa3leNieHUusIX 00pa3oBaTeNbHOTO
YUpEeXKICHUS,

- NpPWHUMATh y4acTHe B IUIAHUPOBAHUM MEPOINPUATHA MO aHTUBHPYCHOU
3aIUTe WHPOPMAITMY B OpraHU3allid W IUTAaHUPOBAHWM OCHAILEHHUS CPeICTBaMH
AHTHBUPYCHOM 3aIIUTH HHPOPMALIUK CTPYKTYPHBIX ITOAPA3IeIICHHH;

- OCYIIIECTBJISITh KOHTPOJIb COCTOSIHUS CPEACTB aAHTUBUPYCHOW 3aIUTHI
HH(OPMAIINH B CTPYKTYPHBIX IOpPa3ieIeHUsIX;

- IPOBOJIUTE CIy>XKeOHBIE IMPOBEPKHU MO (haKTaM 3apaKe€HUs IPOrpaMMHBIMH
BHPyCaMH aBTOMATH3UPOBAaHHBIX CHUCTEM O0pabOTKHM HH(GOpMaluUd U CpPENCTB
BBIUHCIIATEIHHON TEXHHUKH B CTPYKTYpPHBIX MOJpa3felieHUsX 00pa3oBaTeILHOIO
YIpEeXKICHUS,

- OKa3bIBaTh MIOMOIIH B PEIICHUH MTPOOJIeM, BOZHUKAIOIUX IIPHA SKCILTyaTalluu
CPEeNICTB aHTUBHPYCHOW 3aIXUThl MHPOPMALMKA B CTPYKTYPHBIX IOAPA3IEIIECHUIX
00pa3oBaTENbHOIO YUPEIKIEHUS.

o Hasznauenue aamuHucTpatopoB AB3 opranuzanmy OCyIIECTBIAETCS
Ha OCHOBaHUH IIpHKa3a IO 00pa30BATEIEHOMY YUPEKICHHIO C O00S3aTeIbHBIM
OTpakeHHEeM 00513aHHOCTEH B JOJDKHOCTHOM MHCTPYKITHH.

6. OOs3agHOCTH  amMuUHHCTpatopoB  AB3  MOryr  coBMeIIaTh
JIOIDKHOCTHEIE — JIMIA, Ha3HAYeHHbIE  aJMHUHUACTpaTopaMu  0a3  JaHHBIX
(aBTOMATH3UPOBAHHBIX ~ MHQOPMAIMOHHBIX  cucTeM), crnenuamuctel  KWTC.
Anvunuctparopamu AB3 He MOryT OBITH JOJDKHOCTHBIE JIMLA CTOPOHHHX

OpraHU3allyi. JIOJDKHOCTHBIE ML, HCTIOJTHSIOIINE 00513aHHOCTH
aIMIHHACTPATOPOB AB3, yTBEpKAaeTCs IIPUKa30M PYKOBOJIHUTEILA
00pa3zoBaTeIbHOIO YUPEKACHUS.

o4 OOs3aHHOCTH anIMUHHCTpaTopoB AB3 opraHuzauuy Ipyrude Iuna

MOTYT HUCIIOJHSTH TOJIEKO Ha OCHOBAaHUM IIPUKAa3a PYKOBOIMTENS OPraHH3allHH O
BpPEMEHHOM KCIIOJIHEHUH 00s13aHHOCTeH agmuHucTpaTopa AB3, B KoTOpOM yKasaH
CPOK HCIIOJHEeHUs 00s13aHHOCTeH agqMuHucTpatopa AB3.

6. O0s13aHHOCTH MOJIb30BaTe/ el CpeACcTB AHTHBHPYCHOH 3aIllHTHI

uHopmanumn

1y [Tonp3oBaTtens 00s3aH HW3Y4YUTh HacTosyro HMHCTpykuuio u
03HAKOMHUTBECS ¢ HEOOXOIMMOCTBIO. HECEHUsI OTBETCTBEHHOCTHU 32 BBIIIOJHEHHE €€
TpeOoBaHMIA IOl POCIIHCE. :

2. Tlomp3oBaTrensM 3alperaeTcs:
- OTKJIFOYATh CPEJCTBa aHTUBUPYCHOM 3allUTHl HMHQOpPMAlMUd BO BpEM:
paboThI;

- HCIIOJIB30BaTh CPEICTBA aHTI/IBprCHoﬁ 3alTUThl UH(QOPMAIIHH, OTIIUYHEIE OT
nomnepxkuBaeMbix WTC, mepedeHb KOTOPBIX JOBOJMTICA 10  CBEICHUS
nons3osateneit UTC wm agmunuctpaTtopos AB3;
- Oe3 paspemenust anvmunauctpatopa JIBC wu  agmuHucTpatopa AB3
KOITUPOBATH JIFOOBIE (ailisl, YCTAaHABJIMBATE M MCIIOIB30BaTh JIF060€ IPOrpaMMHOe
obecrieuenye, He MMpeIHa3HaueHHOE /IS BBIIOIHEHUS CIIy>KeOHBIX 3a71a4.

¥ BBox wHbOpMaNuU ¢ MAarHUTHBIX, ONTHYECKUX, MArHUTOONTHYECKUX
M JIOOBIX IPYI'MX CheMHBIX HOCHTeNed HHGbOpMAaIu HeCHyXeOHOro xapaxrepa



JOJDKEH  OCYIIECTBISTHCS  IIOJIB30BaTelleM  TOJIBKO € pa3pelleHHs
apmunauctpatopoB JIBC win aqmunucTpaTtopos AB3.

4. B caydae mosBIeHHS NOAO3PEHUM HA HaIW4YWe IIPOrPaMMHBIX
BrpycoB B JIBC mosp30BaTey JOMKHBI HEMEIEHHO IPOMH(YOPMHUPOBATE 00 3TOM
aqvuarcTparopa AB3. B cimydae BbIIBICHHMS HHIUAECHTOB ((GakToB U T.IL),
CBSI3aHHBIX CO cOOsSIMH B paboTe CpeiCTB aHTHUBUPYCHOM 3allUTHI, I10J1b30BaTENb
00s3aH  He3aMeINTEIPHO  COOOmUTP 00 3TOM  OTBETCTBEHHOMY 32
uHGOPMAIMOHHYIO 6€30ITaCHOCT U TEXHUYECKYI0 3amuTy HH(opmanuu UTC.

7. IlopsiioK AeiicTBHil MoJIb30BaTeNell H aiMHHHCTpaTopoB AB3 npu
o0HApYKEeHNH BHPYCOB

1. OCHOBHBIMK IIyTSMH MPOHUKHOBEHUS BUPYCOB B HMH(MOPMALUOHHO -
BEIYMCIIATENBHYIO CETh OpPraHW3allM{ SBIISIOTCS: THOKME MAarHUTHBIE JIUCKH,
KOMIIaKT-IUCKH, WHBIE CheMHbIE HAKOTHMTETH WH(OPMAIUH, 3JIEKTPOHHAs I10YTa,
daiinel, oTy4aeMble U3 cetr VIHTEpHeT, paHee 3apakeHHbIe paboune cTaHuuu. B
ciaydae OOHapy)XEeHHs IPOrpaMMHBIX BHPYCOB IIPH BXOTHOM KOHTPOJE
OTUyXKJAeMbIX HOCUTENeH HWHpOpPManuK, (ailloB HIH MHOYTOBBIX COOOILEHWH,
IOCTYITUBINNX B CTPYKTYpPHBIE IOAPA3IEII€HHs], [T0JIE30BATENb JOJDKCH:

- IIPHOCTAHOBUTH TIPOIIECC MpHeMa-Tepeiadd HHGOPMAIWH;

- coo0muTs  amMuHHCTparopy  AB3  MiIM  OTBETCTBEHHOMY 32
YHPOPMAIMOHHYIO GE30IaCHOCTh U TeXHHWYecKylo 3amury uHpopmanuu UTC o
(axre 0OHapyKEeHHUs IPOrPaMMHOI0 BHPYCa,

- IPUHAT, [0 COIJIACOBAaHMIO C aaMuHHCTpatopom AB3 wMepsr 1o
JOKAIM3alMH ¥ yAaJeHHIO MPOrpaMMHOIO0 BHPYCa C HCIIOJIB30BAaHHEM CPENICTB
AHTHBHUPYCHOM 3aIIUThl HH(OPMALIUH;

- coobImuTs 0 (akte oOHApYKEHUs MPOrPaMMHOIO BHpyca B CTPYKTYpHOE
Topa3szeeHre, W3 KOTOPOIro IMOCTYIMIM 3apaX€HHbIE CHEMHBIC JIICKTPOHHBIC
HocHuTeIM nHdGopManuy, Gaiibl WM MOYTOBBIE COOOIEHHS.

2. Ilpu oGHapyXeHWH MPOrPaMMHEIX BHpPYCOB B IIpouecce 00paboTku

HH(OPMAIIH [TOJIF30BATENb 005M3aH:

- HeMeIJIEHHO MMPUOCTAHOBUTE BCE PAOOTHI;

- coobmmrs  agmuHECTparopy AB3  maM OTBETCTBEHHOMY 34
HMHOPMALMOHHYIO 6e30MMaCHOCTh M TeXHHYecKylo 3amuTy uHpopmamuu UTC o
(akre oOHapyKEHMs IPOrPAMMHEIX BUPYCOB,

- IPUHATE II0 COIIACOBAHHIO ¢ aaMuHHCTparopoM AB3  Mepsr 10
JOKAIM3AlMKA ¥ yIAJICHUIO MPOIPaMMHOIO BHpyCa C KCIIOIB30BaHHUEM CPENCTB
AHTHUBHUPYCHOH 3aIIUTHI HH(OPMALUH.

3.  IlporpaMMHBIE CpelICTBa OOINEro M CIENHANIbHOTO Ha3HAYCHUS,
JICTIONB3yeMble B CTPYKTYPHBIX MMOIpa3eleHus X AT 00paboTkH HH(POpMAIWH,
OTHECEHHOM K CIIy)KeOHOM TaiiHe, B ClIydae OOHApyKEHHUs [IPOrPaMMHBIX BUPYCOB
TIOUTeRAT 00s3aTeNIBHOMN MepeyCcTaHoOBKe ¢ pabOvrX KOt STaloHa.

4. TIpd HEBO3MOKHOCTH JIMKBHIAUWK  IIOCIEJCTBHIl  3apaKeHHs

IIPOrpaMMHBIMH BHpycaMi afMuHUCTpaTopy AB3 Heobxonumo:
- 3aapXUBHPOBATh 3apaKeHHble (alibl ¢ BHEIPCHHBIMH IPOTPaMMHBIMH
BHPYCaMU ¥ HAIIPaBUTh C IPHUIOKEHUEM COOTBETCTBYIOIIETO COPOBOAUTENIBHOTO
JNOKyMEHTa B OpraHU3allUio, OCYLIECTBIISIONIYI0 TEXHUYECKYI0 IOANEPXKKY
3KCIITyaTAllMi CPEJICTB aHTUBHUPYCHOU 3aIllUThI HH()OPMAIIAH,



- OCYIIECTBHTH TOJHYK IepeyCTaHOBKY HPOrPAMMHOIO OOeCIeueHus Ha
3apak€HHOM KOMIIBIOTEDE.

< [lpy monydeHHH MHQOPMALMK O BO3MOXHOM HApYIICHUH b0
BBISBICHUH (aKTa HapylleHHus: TpeGoBaHMH HacTosmeld MHCTpyKuuu padoTa Ha
pabodeil CTaHIMHU MAaHHOTO II0JB30BATEN HE3aMEUIMTEIBHO OJIOKHpyeTCs IO
pemmennto anmMuHECcTpaTtopa AB3.

6. Bce daxThl MOAUGUKALMKA U Pa3pylleHUs TaHHBIX Ha CEpBEpax HilH
pabouMX CTaHIMSX, 3apaXeHHe MX BUPYCaMH, a TaKkKe OOHapyXeHHe IpyrHxX
BPEJOHOCHBIX ~IIPOrpaMM  KIACCH(QUUIHUPYIOTCS KaK 3HAYMMBIe HapyLICHHA
HMHQOPMAIIMOHHOM O(e30IIaCHOCTH M JIOJDKHBI aHAIM3HPOBATHCS TOCPEACTBOM
NpOBENEHHs]  CIYyXXeOHOTO  PacCleloBaHus, IPOBOAMMOTO IO  IPHKasy
PYKOBOAUTEISI 00Pa30BATENLHOTO YUPSIKICHHA.

8. OTBeTCTBEHHOCTH 32 BbINOJIHeHHe TpeboBanui MHCTPYKIHH

15 3a HapylleHHe HacTosimed MHCTpykimm aamunuctparop AB3 n
[IOJI30BATENH  HECYT  OTBETCTBEHHOCTB, YCTAaHOBIEHHYIO  JICHCTBYIOIIMM
3aKOHOMATENbCTBOM Poccuiickorn @Penepanuid W HOPMATHUBHBIMU IIPABOBBIMU
aKTaMH.

2. PyxoBoauTenu CTpyKTYPHBIX IIOAPAa3/IEeHIH HECYT OTBETCTBEHHOCT
33 BBINOJHEHME MEPOIPUATUH IO aHTUBHUPYCHOM 3allyTe uHhQOpMalMd Ha
CPENCTBAX BBIYMCIMTENLHON TEXHHKH, OSKCIUIyaTHPYyEMbIX —MOAIHHCHHBIMHU
JOIKHOCTHBIMA JIMIAME, W 33 O3HAKOMJIeHWe UX (IO POCIMChH) C HACTOSIIeH
WHCTpyKIFEeH B CBOEM CTPYKTYPHOM NOAPA3ICIICHUN.

3.  HemocpeACTBEHHYIO ~ OTBETCTBEHHOCTH 32  COONIOfICHHE B
ITOBCEIHEBHOM MESTENBHOCTH YCTAHOBJIEHHBIX HOPM 00eCTIeUeH s aHTUBIPYCHOM
3aIUTHl KHPOPMAIIAH Ha CBOMX pabovuX MecTax, B TOM YHCIIEC 32 CBOCBPEMCHHOEC
0GHOBJICHIE AHTHBUPYCHBIX 0a3 CPEJCTB aHTHBUPYCHOH 3aIIMThI HHMOPMALMH U
TIOyYeHre HOBBIX JMIIEH3MOHHBIX KIFOYeH, HECYT IIOJIb30BATENH, 338 KOTOPBIMH
3aKpeIUIEHBI CPEeICTBA BEIYMCIUTENBHON TeXHUKH.

4. B cnoyyae HapyuleHHs TpeOOBaHMA HACTOSIICH NucTpyKiuy,
CBA3AHHBIX C IPUMEHEHWEM II0Jb30BaTeNleM CpeJCTB AHTHUBHPYCHOH 3allAThI
pHbOpMAI(MK,  IONb30BaTelh  HECET  NIEPCOHANBHYIO  OTBETCTBEHHOCTD,
YCTAHOBJNEHHYIO IEHCTBYIOIIMM 3aKOHOIATENBCTBOM POCCHICKOM Qenepauuu U
JIOKQJTGHBIMY HOPMATHBHBIME aKTaMi 00pa30BaTeIbHOTO YIPEKICHHUS.

! OTBETCTBEHHOCTh 33  BBEIIONHEHHE  TPeOOBAaHMH  HACTOSIICH
MHcTpyKuuy aaMuHACTpatopamu AB3 HeCyT HETIOCPEACTBEHHO aIMUHNACTPATOPEI
AB3 u pyKOBOIWTENM IOApa3JeleHui, B KOTOPBIX paboTaroT aIMUHHACTPATOPHI
AB3. \

9. IopsI0K OCHAIEHHSI OPraHU3alUuU CPEACTBAMH AHTHBHPYCHOMH
3aIUThl HHGOPMALHH

15 OcHaleHHe CpeJCTBAME AHTHBHUDPYCHOM 3allWTHl HH(pOpMAIUH
ABISETCS BHIOM  MaTepPHATBHOIO  O0ecrIedeHus ¢ OCYIIECTBIACTCS B
00pa30BaTeIbHOM YUPEKIEHUH [EHTPATU30BAHHO.

2.  Tlepenaua moiy4eHHBIX CPEICTB AHTUBUPYCHOH 3aLUTHI Ha O0O0BEKTHI,
He BXOMSIIME B COCTAB OpraHWM3alldW, 3alpelleHa. 3a HEeCAHKIMOHMPOBAaHHOE
PacmpoCTpaHEeHHe CPEJICTB AHTUBUPYCHOU 3aIUThI uH(pOpMalX BUHOBHEIC HECYT
OTBETCTBEHHOCTH B COOTBETCTBHI C 3aKOHOJATEIBCTBOM POCCHHCKOH Odenepanu.



