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ITOJIOXKEHUE
00 obecneueHNH GE30IIaCHOCTH aBTOMATH3HPOBAHHOMH
UHGOPMAMOHHOM CHCTEMEI
MYHHIUIIAIBHOIO OIOIKETHOTO 0011e00pa30BaTeILHOIO
y4peXneHus —XOTHIHEIKOH CpeaHeit
0011e00pa30BaTEeIHFHOM IITKOJIBI
umenn Cepres [ennagpennya [Tomatrinosa
XoTeIHENKOrO patona OpIIOBCKOi 001acTH

1. Obugue nonosxcenusn

Hacroamee IlomoxxeHue ompenenseT TpeOOBaHHS IO  OOECIEYEHHMIO  OE30IIaCHOCTH
aBTOMATH3MpOBaHHOM HH(OpMaimoHHONW cucteMmbl (manee - AVMC) MyHHIMIAIBEHOTO GIOIKETHOTO
001e00pa30BaTeNIPHOIO YUPEKICHNSA- XOTHIHENKOM CpeaHedl 00Imeo0pa3oBaTelbHol MKOIE UMEHH
Cepres 'ennanseBnya [Tomatunosa (ganee — Oneparop, OV).

ANC mpencrapnsger coboit IT-cucremy, mpenHasHaUYeHHYHO /I aBTOMATH3AIHH IIPOLECCOB
opmupoBaHus, 00pabOTKM ¥ aHanu3a WHOOPMAIMK 110 OCHOBHLIM HAIPABICHHSAM IEATENLHOCTH
Omneparopa.

OcHOBHBIME (GYHKIHOHAIBHBIME Bo3MoxHOCTsIME AVIC OnepaTopa sSBIISIFOTCS:

e (QopmMupoBaHHEe, XpaHEHHE H OOHOBIICHHWE CBEACHHH O CTPYKType MOApa3feleHnii, TPy
Omneparopa;

e (opMupoBaHHe, XpaHEHHE M OOHOBIEHHE CBEIEHHH O MEJarOrHdeckoM COCTaBeé H HHBIX
COTpYAHHUKaX noapaszaenenuit Oneparopa;

e (QopMupOBaHHE, XpaHEHHE U OOHOBICHHWE CBENCHHH 00 WHIWBHAYAIBHBIX IIaHAX pPabOTHI
IIeJarOTHYECKOT0 COCTaBa;

e (opMHpOBaHUE, XpaHEHHE H OOHOBICHHE CBeleHHH 00 yueOHOM IUIaHe M MHBIX IIIaHax
Omnepatopa;

e (opmupoBaHHE, XpaHEHHE B OOHOBIECHNE CBEICHUI O HATPY3Ke MEIaroruuecKoro CoCTapa;

e (opMupOBaHHE, XpaHEHHE X OOHOBICHHE CBEJCHHM O HAyYHOU H y4eOHO-METOAMYECKON
nuTeparype (METOOWYECKHE PEKOMEHAAluH, ydeOHBIe I0ocoOWs, MOHOrpaduu, ITyOIHKAINH,
MHOE), BKIIIOYasl pa3paboTKH IeJaroruaeckoro CocTaBa;

e (opMupOBaHWE, XpaHEHHE K OOHOBICHHE CBENCHWH O BOCMHUTAHHAKAX H HX 3aKOHHBIX
IpeNICTaBUTENISX;

e (opMHupOBaHUE, XpaHEHHE U OOHOBJIEHHE CBEICHUIT O pe3yIbTaraXx 00pa3oBaTeIbHOTO IPOIIecca;

e aHanUTHYeCKas 00paboTKa HH(OPMALUK O IPOBEACHUH 00pa30BaTeIBHOTO IpoIecca.

B xauectBe nndopmanmu, nomrexarieit 3anmre 8 AVIC OnepaTtopa, pacCMaTpHBAIOTCS:

® IICPCOHAIBHEIC MAHHBIC IICIArOTHYCCKOr Q' COCTaBa M MHBIX COTPYIHHKOB;
® [ICPCOHAJILHBIC TaHHBIC BOCHI/ITaHHI/IKOB,: B TOM YHCJI€ U JaHHBIE 00 UX 3aKOHHEIX IIPEACTABUTCIIAX
® [ICPCOHAJIBHBIC JaHHBIC COTPYITHHKOB aI[MI/IHI/ICTpaTI/IBHO-XO35IfICTB€HHI:IX HO}IpEBI[CJ'IGHHfI.

[Ipn obecnieyeHuu O€30MIaCHOCTU MEPCOHAIBHBIX [TAHHBIX B HUH(POPMAIMOHHOHW CHCTEME
Oneparop pyKOBOACTBYETCS CIEYIOLIMM: BBIOOD CpPEICTB 3AIUTHI HH(YOPMALMH IS CHCTEMBI
3aIUTHl TEPCOHANBHBIX JAaHHBIX; OIPEAEICHHe THUIIAa yrpo3 Oe30MacHOCTH MEPCOHANbHBIX HaHHBIX,
aKTyaJIbHBIX JJIsI HHQOPMAIIMOHHON CHCTEMBI; YCTAHOBJIECHHE U 00eClieueHNe YPOBHS 3alUIIEHHOCTH
MEePCOHATBHEIX B HMHGOPMAIMOHHOH cucteMe mnpou3Bomurcs OnepaTopoM B COOTBETCTBHU C
TpeOoBaHMsME K 3aIIUTE MEPCOHATBHBIX JAHHBIX IIPH X 00paboTke B MH(OPMALMOHHBIX CHCTEMaX




IePCOHANBHBIX JaHHEX, YTBEDKIEHHBIX MocTaHOBIeHHeM [IpaBuTensersa PO ot 1 Hos10ps 2012 1. N
F10s

OCHOBHBIMH TPYINaMH YIPO3, HA [POTHBOCTOSHAE KOTOPHIM HAIPABIEHBI LEIH H TPeOOBaHHS

0e30I1aCHOCTH, SBISKOTCS:

YTpO3bl, CBA3aHHBIE C OCYIICCTBICHHEM HECAHKIMOHMPOBAHHOIO IOCTYNa (O3HAKOMICHME) C
nH(OpManHeii, CoAepKaIIell CBEICHHS O NMEPCOHATBHBIX NTaHHBIX PAOOTHHKOB H OOYHarOMINXCS.
pu ee 00paboTKe H XPaHEHHUH;

YIPO3bl, CBS3aHHEIE C HECAHKIHOHUPOBAHHEIM KOTIMPOBAHHEM (XHIICHHEM) HHQOPMAIHH,
cozieprKammeii CBeIeHHUs. O IIEPCOHANBHEIX JAHHBIX PAOOTHUKOB K 00YHaFOIIHXCS:

YIpo3bl, CBA3aHHBIE C OCYIIECTBICHHEM NOCTyMa K HMHQOpMaliH, COXCp)KAlleH CBEICHHS O
IepPCOHATBHBIX JAHHBIX PAOOTHHKOB M OOYYalomuxcs, 0e3 paspelleHHs Ha TO e¢ BIaieibla
(cyOBexTa mepcOHATBHBIX JaHHBIX);

YIpO3HI, CBS3AHHBIE C HApyLICHHEM IOpsAAKa N0CTyNa K HHQOPMAINH, CONEPKAEH CBEACHUS O
IEPCOHANLHBIX JAHHBIX DPAaOOTHHKOB H BOCIHMTAHHWKOB, IIEPEaBacMON 3aWHTEPECOBAHHBIM
JTHATIAM;

YIpO3bl, CBA3AHHBIE C IIEPEXBATOM HH(OpMAIUH, COACPHKAIEH CBEJCHHA O MEPCOHAIBHBIX
JaHHEIX paOOTHHKOB M OOYydYalOIIMXCs, M3 KaHaloB Iepelladd MaHHBIX C WCIOJB30BAHHEM
ClIeNUaIM3HPOBAHHBIX IIPOIPAMMHO-TEXHUYECKUX CPEJCTB;

YIpo3El, CBA3aHHBIE ¢ OTEpel (yTpaTolt) mEdopMalyH, CoaepKamel CBEICHHs O TePCOHATBHEIX
JAHHBIX DAOOTHHKOB M OOYYAIOIIUXCS, BCIENCTBAE COOEB (OTKA30B) HPOTPAMMHOIO M
aIapaTHOro 00eCIIeYEHHUS,

JIpo3bl, CBA3aHHBIE C BHEJIPEHMEM KOMIBIOTCPHBIX BHPYCOB H JPYroro BPEJOHOCHOIO
IPOTPaMMHOTO 00€CTICYEHHUS,

YTPO3bI, CBSI3aHHBIE C OCYIIECTBIEHAEM HECAHKIOHHPOBAHHBIX HH()OPMAIUOHHBIX BO3JCHCTBHM
(HanmpaBJIeHHBIX HA «OTKAa3 B 0OCIy)KHBaHHI» JULI CEPBUCOB, MOAU(GUKAIIAIO KOHQUTYpaOHHBIX
J@HHBIX IPOrPAMMHO-ANTIAPATHEIX CPEICTB, MOA00p ayTeHTH()HKAIIHOHHOMH uH()OPMAIUH U T.IL.).

DyHKIMOHATBHBIE TPeOOBaHMA O€30IIACHOCTH OXBAThIBAIOT:

TpeGOBaHS K OCYINECTBIICHHIO ayIuTa 6€30I1aCHOCTH;

TpeGOBaHHS K 00ECTEIeHAIO IOIIMHHOCTH CyOBeKTOB 0OMEHa HHpOpMAIIHEH;

TpeGOBaHMUs K KPANITOTPapUIECKOi TOANCPKKE;

TpeGoBaHusA K 3ampre HHQOPMAIMH, COJAEpXKAlICH CBENEHHMA O MEPCOHANBHBIX JAHHBIX
pabOTHHUKOB U 00yYarOIIHXCS;

TpeGOBAHHS K HACHTUHKALMY 1 ayTeHTHdUKauu nos3osareneii AUC;

TpebOBaHuS K YIIPaBICHUIO 0€30MaCHOCTBIO;

TpeGOBaHNS K 3aIUTE CUCTEMBI O€30I1aCHOCTH.

2. Ocnognvle ynkuuonansrsie sozmodxcnocmu AUC, céasantvle
¢ obecneuenuem besonacrnocmu (3auwumoii un@opmayuu)

2.1. 3amuTa JaHHBIX M0JIb30BaTEs
AVIC 1o/DKHA OCYHIECTBIATh (GYHKIMHA M IONMTHKY W30UPATEILHOrO (IMCKPEIIHOHHOTO)

YIPaBJICHUA JOCTYIIOM. H36I/IpaTCHBHOC yIpaBICHUE OOCTYIIOM AOJIKHO MIPEeOOCTABIATE BO3MOXKHOCTD
OrpaHHYHBaTh W KOHTPOJHPOBATH JOCTYII K CHCTEME H K I/IH(l)OpMaI_II/II/I, conepmameﬁ CBCICHHUA O
IEePCOHAIBHBIX TaHHBIX.

Kaxmsiii Tlomb3oBaTenb, MbITaomuiics monyuTs goctyn k AUC, cHadana JOKEH IPOXOIHUTH

IpoLeNypy HICHTH(GUKAIMYE K ayTeHTH(UKAIWH, a 33TeM, TIPH TOMBITKAX MONYHCHHA HOCTyma K
aKTHBaM, — aBTOPH3AIUIO, T.€. IPOBEPKY paspemnenuit 110b30BaTeNs IO OTHOMICHHIO K KaKomy-Iu6o
3aIUIIaeMOMY aKTUBY.

B AUC moctyn Kk mHGMOpPMAUHH JO/KEH OBITH paspellieH TONbKO YIOJHOMOYCHHBIM Ha 3TO

[Monb3oBarensm. Mogens 3amutel AVMC momkHa BKIIOYATh KOMIIOHEHTBI, KOTOPBIC PEaln3yroT
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KOHTPOJb CyOBEKTOB JOCTyNa, MNCHCTBUM, NpENIPUHAMAEMBIX KOHKPETHOH CYIIHOCTBIO IIO
OTHOIIECHHIO K O0BEKTY JOCTYIIa.

Kaxnerid 00beKT moctyma, npescrapinennsii B AVC, 10/DKeH GBITh OTHOHAYHO aCCOIHHPOBaH
HabopoM aTpuOyTOB GE30MacHOCTH, OMPENENMIOMUX Oe30MaCHOCTS 3aIMIAEMOro 00bexTa. Jlammwii
Habop arpubyToB NOKEH GOPMHPOBATHLCS IPU CO3JAHMN O0OBEKTA M BIIOCIEICTBHH MOKET MEHSTLCS.
3meHenne UX 3HaYeHHH IODKHO OBITH OOECIEUEHO TOTHKO Il0JIB30BATEIAM. HMEROIIHM CTaryc
BJIajieNbla 00BEKTa, a TAKKe CyOBEKTaM, KOTOPBIM IIPEIOCTABIEHE COOTBETCTBYIOIIHE 0 THOMOSHS.

(

IIpaBa noctyna cyOBEKTOB K OOBEKTY JOJDKHEI ONpPENENATECSA MOCPSACTBOM CIHCKZ VIIpaBICHHS
moctynmoM. CIHCOK yNpaBeHHS JOCTYIOM NOJDKEH BKIIOYATH IIEpPEdeHb MOIB30BATENeH. KOTODEIM
paspeleH T0CTYII K 0OBEKTY, a TaKkKe HaOOop JOIyCTHMBIX Hall 0OBEKTOM JeHCTBHI.

2.2. Ayaut co0bITHIi 6€30MacCHOCTH

AUC nomxma obecreunmBaTh HAOOp CPENCTB ayauTa, HpPEIHA3HAUCHHBIX IS MOHHTOpPHHTa
¥ OOHAPY)KEHHs HEXKENATENBHBIX YCIOBUH, KOTOPBIE MOTYT BO3HHKHYTb, 4 TAKXKe COOBITHI, KOTOpBIE
MOTYT IIPOU30HTH B CHCTeMe. MOHHTOPHHI OTHOCSIIHXCS K OE€30IMaCHOCTH COOBITHH IOJDKEH
IO3BOJSATH  OOHApY)XKMBAaTh  HapyIIHTENedl  OGe30IaCHOCTH, a TAaK)Ke  BBIABIATh  ITOMBITKH
HECaHKIMOHUPOBaHHOro Joctyna Kk AUC wim JocTyna K 3amumiaeModt wHpopManmy. B gactHOCTH,
OIpEeAeNAs IOJUTUKY ayluTa, YMOJHOMOYEeHHBIH agMuHucTpatop AUC HOIKEH HMETh BO3MOXKHOCTE
OCYIIECTBIIATE AYAUT TOJBKO HEOOXOMMMBIX THIIOB COOBITHH G€30IIaCHOCTH, TAKHX KaK HeyIaduHbIe
IOIBITKH IOAKIIOYeHUs moib3oBateel kK AVC. 3anuch pe3ynbTaroB ayauTa COOBITHH 6€30MacHOCTH
AOJDKHA OCYMIECTBIATECSA B JKYPHAJIBI PETHCTpAlMU COOBITHH aymuTa, HOCTYI K KOTOPOMY HOJKEH
OBITH  paspereH TONBKO YHOJTHOMOYCHHOMY amMuBHCTpaTopy AMC. ITpocMmoTp XypHaIOB
PETHCTpAlMK  COOBITHI ayjuTa JOKEH BBIIONHAETCS C HCMOB30BaHMEM cpencts  AUC
(CreManM3UPOBaHHbIX MHCTPYMEHTANBHEIX CPEACTB). JlaHHBIE CpENCTBA MOJKHBI MPENOCTABIISTH
BO3MOXHOCTb MOHHUTOPHMHIA M PETUCTPALMH TOJBKO Te€X COOBITHH ayauTa, KOTOPBIE YIOBIETBOPSIOT
3aJaHHBIM KPUTEPHSAM, UTO IIO3BOJMUT OrPAaHUYMTh OOBEM JaHHBIX, COOHUPAEMBIX O COOBITHAX
Oe3omacHOCTH.

2.3. UpenTudukxanus u ayTeHTHPUKALUS

ANC nomkHa TpeGoBath, YTOOBI BCe CYOBEKTEI IOCTYIA YHHKATHHO HACHTH(GHIEPOBATIHCH K
ayTeHTHUUUpoBamuch mpu jgocTyme X AMC ¢ IOMOWIBIO BBOJAa HICHTH(DMKATOPA H MAPOIS.
Vinentndukanus u ayTeHTHQUKANUs JOIDKHEI OCYIIECTBISTECS 10 BBIIOMHEHHS CYOHEKTOM IOCTYIA
Kakux-mubo nedicteuit. AVIC nomKkHa mommep uBaTh ayTeHTHUKALNIO 110b30BaTeNel BMECTE C HX
aBTopm3anueit. Ilpenycmarpusaercs, 4ro aBropm3anus Ilonb3oBareneii IpeNCTaBISIET HAYATbHBINA
YPOBEHB /ISl pa3penieHust JOCTya K JOKaIbHBIM H CETEBBIM PECYPCaM.

AVC nomkHa obecneunBarTh XpaHeHHe Haposieil B mpeobpasosanHOM dopmare. AVC momkHa
IPENOCTaBIATh CPEACTBA YCHIICHHMs O€30IaCHOCTH IapoNiell dYepe3 HCIOIb30BAHHE MEXaHH3MOB,
TIO3BOJIAIOIIMX ONPEAEIUTh MUHIMANBHYIO IUIHHY, BpEMS JeHCTBUS (MEHUMATFHOE U MaKCHMAIbHOE),
3a/1aTh TpeOOBaHNE YHUKATBHOCTH (HEIIOBTOPSIEMOCTH) M BPEMSI CMEHEI HAPOJISL.

ANC nomxHa NpPemoCTaBIATh MEXaHW3M OJIOKMPOBAHHS YYETHON 3alHCH ITOJB30BATENS IOCTIE
OIPE/IETICHHOTO KOJIMYECTBA HOMBITOK BBOJA HENPABMIBHOrO UMEHY M/WIH TApOINs MOIB30BATES [0
ee pa30oKUpoBaHus anMUHKECTpaTopoM AVIC Wi 1Mo MeTeueHnH BpeMeHH NEHCTBHS, 3aJaHHOr0 I
CUETUHKA GIOKHPOBKH. i

2.4. 3amuTa cucremMbl 6€300aCHOCTH

AUC pomKHa NPENOCTaBIATH DS BO3MOXKHOCTEHM I OOECIICUEHHMS 3alUTHl  CHCTEMBI
OesomacHOCTH. V304U IIPOIIECCOB H MOMNEPKAHUS JOMEHA Ge30IIaCHOCTH JOJDKHEI 06eCIedrBaTh
OesomacHoe BhMoONHEHHE (GYHKIMA cuCTeMs! GesomacHoctd AMC. Bo3MOKHOCTH OCYILECTBIICHHUS
IIEPHOJMYECKOT0 TECTHPOBaHHUA cpemsl GyHKIHonupoBanus AVC (ammapartHo# yacTi) U COGCTBEHHO
camux (QyHKuu# cucrembl GesomacHocTH AVIC HODKHO ObecrneunBaTh MOJNEPIKAHHE YBEPEHHOCTH
apmuHucTpatopa AUC B HENOCTHOCTH M KOPPEKTHOCTH (YHKIHOHMPOBAaHUS (YHKIHH CHCTEMEI
0€30macHOCTH.
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3. OcHosgHble (hYHKYUOHANbHBIE 603MONCHOCHU ROBLIEHUA HADEHCHOCIIL
AHC nomxna obecrieunBaTh HaNEKHYIO 3aIIUTY JAHHBIX OT HETIPEBHU/ICHHBIX COOEB HIIH OTKa30B
CHCTEMEL, 00eCIIeurBas CIEAYIOIIHEe BO3MOKHOCTH II0 TOBBIEHHIO HAIeKHOCTH.

3.1. Pe3epBHOe KOMUpOBaHHE TAHHBIX

B AWC nomxHBI BXOOUTH CTaHAAPTHEIE CPEICTBA [IPCIOTBPAIICHAs INOTEPH I3HHEIX H HX
BOCCTAHOBNICHHA B CIIy4ac BOSMOXHBEIX cOoeB. Vmerommecs cpencTsa pesepsHOro xommposasms
HOJIKHBL IIPENOCTABIATE [I0TB30BaTENsIM BOSMOXKHOCTE BBIOOPA PA3THYHBIX CTpareriii PE3SPBHOIT
KONHPOBAHHUSI, 00ECTIEYUBAIOIIIX HEOOXOIUMBINA YPOBEHD 3alIUTHI JAHHEIX B Clly4ac BO3HHKHOBCHHS
cboeB B paboTe cmcTeMbl, mpu 3ToM Ilob30BaTensM AOKHA NPEIOCTABIATECS BO3MOKHOCTS
BBITIOJIHEHHS PE3CPBHOTO KOMMPOBAHKS JaHHBIX HA HEChEMHBIE H CheMHBIE YCTPOHCTBA XPaHSHHS.

3.2. BoccTaHOBIIEHHE CHCTEMBI

OyHKUMOHATBHBIE BO3MOXHOCTH BOCCTAHOBICHHS CHCTEMBI AOJDKHEI MO3BOJSTH BO3BpaIaTh
AHC B cocrosuue, npenmectsyiomee c60r0. Ilpu stom B AUC He m0mKHO IIPOMCXOOHUTH MOTEPH
(71160 TTOTEPH OTKHBI OBITh MUHAMATBHEL) U HCKAKEHUS TaHHBIX.

3.3. Cpexcrsa aIMHHHCTPHPOBAHHS, YIIPABICHHS U NOJIePKKH

B cocras AMIC nomxHB! GBITE HHTErpHpPOBAHEI rpaduUecKue CpelCTBA aIMHHHCTPHUPOBAHHUS
VI/MJIE YTUIIATHl KOMAHTHON CTPOKH, 0GECIIeUMBAIOIIIE 3 peKkTHBHOE MOJHOMACIITAOHOE W THOKOE
YIpaBIIEHHE (B TOM YHCIIC MOHUTOPHHT).

4. Cpeoa bezonacnocmu AUC
4.1. Mogean yrpo3, xapakrepnsle a1 AUC

4.1.1. OcymecTBiIeHHE HECAHKIHMOHMPOBAHHOIO O3HAKOMIICHHS C [IEPCOHATBHBIMEA  TaHHBIMHU
PabOTHHUKOB ¥ BOCIMTAHHUKOB.

HcTounuKy yrpo3sl — BHENIHMI 3710yMBIIIICHHNK.

Croco6 (MeTon) peanu3anuu yrpossl — mepexsaT HHGOPMALMH U3 KAHAIOB [epeaayn JaHHBIX C
HCIIOJIB30BAHMEM CIIELHATH3UPOBAHHBIX IPOrPAMMHO-TEXHHYECKHX CPEJICTB.

Hcnosb3yemble ys3BEMOCTH — BO3MOKHBIE HEJOCTATKH MEXAHHU3MOB 3aII[HThL HHGOpPMaNUH MIpH
€€ Mepefatde mo kaHanaMm Mepelavd NaHHBIX, CBS3AHHBIE C BO3MOXHOCTBIO HECAHKIHOHHPOBAHHOTO
O3HaKOMIICHHS C IepeiaBaeMoi HH(pOpMaIHel TpeThUX JIHII.

Bun undopmanmm, noreHumanbHo mNoABepiKeHHOH yrpose — IIEpCOHATIBHBIE JTaHHEIE
PabOTHUKOB M BOCIIUTAHHUKOB.

Hapymaemoe cBoiicTBo Ge30nacHocTH — KOHDUICHIHATEHOCTD.

Bo3MokHBIE TOCTEACTBHSI peaNm3aldH  yrpo3bl — HAHECEHHS MOPAJIBHOTO  H/WIIH
MAaTepHalbHOTO  yImepba iy, (urypupylomemy B IepexBaueHHOM wuHbOpMannu. Hamecemme
KOCBEHHOT'0 MaTepHaIbHOTrO ymepda OY.

4.1.2. OcymecTBIeHHe HECAHKIMOHAPOBAHHOTO O3HAKOMIICHHS C IIEPCOHAIBHBIMA TaHHBEIMU
PabOTHUKOB i 06YYArOIKUXCS X X MOTE(DHKALELS (B TOM YHCIIE IIOJIMEHA).

Hcrounuky yrpo3sl — BHENIHUH 310YMBIIIICHHUK.

Croco6 (MeTon) peanmsanuu yrpossl — mepexsaT HHQOPMALUY U3 KAHANOB [epeiauu JaHHEBIX C
HCIOJIb30BAHAEM CICLHATH3HPOBAHHBIX IIPOrPAMMHO-TEXHUIECKHEX CPEICTB; MopubuKanus (B TOM
YHCIIE TIO/IMEHA) MepeXBaYCHHON HHPOPMAITIH 1 HABS3BIBAHHUE JOKHOM HHOPMALIHH.

Hcnonb3yembie ySI3BHMOCTH — HEJOCTATKY MEXAHU3MOB 3aIHThI UH(OPMAIIHY P €e Tepenaye
II0 KaHallaM Iepefavi JaHHBIX, CBA3AHHBIEC C BO3MOXKHOCTBIO HECAHKI[MOHUPOBAHHOTO O3HAKOMIIEHHUS
¥ MOIU(HKAIHHY (B TOM YHCIIE [OIMEHE]) TiepeaBaeMoi HHPOpPMAIIHH.

Bun undopmanuu, HOTeHunam;Hp NOIBEP:KEHHOH Yrpo3e — TMEepPCOHANLHBIE JaHHEIE
pabOTHHUKOB M 00yYarOMUXCs.

Hapymaempie coficTBa Ge30macHOCTH — KOH(HISHIIHATEHOCTD, [ETO0CTHOCTD.

Bo3MokHBIE TNOCAENCTBHS peaju3aUMH  yrpo3bl — HAHECEHHS MOpPAJIBHOTO  W/HIIH
MaTepuaipHoro  ymepba smuy, QurypupylomeMmy B IepexBadeHHOH HMHDOpMANEH  H3-32
HECaHKIMOHAPOBAHHOTO  PACKPBITHS KOHQUAEHIHATEHON HHGOPMALMK WM PaclpOCTPAHEHHS
PacKpBITEIX JaHHBIX. Hanecenne kocBeHHOr0 MaTepuaibHoro ymepda OY.
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4.1.3. Hapymerme DOCTYIIHOCTH, yTpara WIH WCKa)XE€HHE IPEeJOCTaBIAEMBIX IEPCOHATLHBIX
NaHHBIX paOOTHHKOB M OOYHYaromMXcsl BCJENCTBHE cO0eB (OTKAa30B) IPOrPaMMHOIO M alapaTHOro
obecrieyeHus!.

M cTOYHHMKH Yrpo3bl — MPOTrPaMMHOE U alapaTHOE 00ecIeYeHueE.

Cnoco6 (merox) peammsammi yrposbl — cOou (OTKaspl) IPOrPAMMHOIO H aNlaparHoro
obecredeHus.

Henoan3yeMble yA3BEMOCTH — HEJOCTATKA MEXAHH3MOB 00€CIEUYEeHHUs JOCTYIHOCTH TpedyeMoi
HHQOPMAIMK, CBS3aHHBIE C BO3MOYKHOCTBIO OJIOKMPOBaHMS NPENOCTaBIeHHS HHQOpMaUWK Ha
HEIOMyCTHMOE BPEMSL.

Bug wumudopManmH, NOTEHHHAIBLHO MOJBEP:KEHHOH Yrpo3e — IEpPCOHANbHBIE IaHHBIE
pabOTHUKOB U 00YJarOIUXCS.

Hapymaemoe cBOiiCTBO 6€30NaCHOCTH — JOCTYIIHOCTB, JOCTOBEPHOCTE.

Bo3MoskHBIE MOCJAEICTBUS PeaH3anHH YrPo3bl — HAPYIIECHUE CO CTOPOHBI 00pa30BaTEIbHOTO
yUpexIeHHs] B3AThIX Ha cebs 00s3aTenscTB MO0 00paboTKe IEPCOHANBHBIX NAHHBIX PAOOTHHKOB H
obyJalomuxcss M MOXeT MPHUBECTH K INPSIMOMY HIH KOCBEHHOMY MAaTe€pHAIbHOMY yIepOy
TOIIKOIBHOMY 00pa30BaTeNbHOMY YUPEIKICHHUIO.

4.1.4. HapymeHue COITIACOBAHHOCTH HAHHBIX B IEPCOHAIBHBIX [AHHBIX DPA0OTHHKOB H
00yyaromuxcs BCIEACTBHE cO0eB (OTKa30B) MPOrpaMMHOIO M alllapaTHOTO OOECIEYCHHs, a TaKKe
omubok nepconana OY.

HcTo9HHKH YIPO3bl — IIPOrPaMMHOE ¥ alnapatHoe obecrnedenue, nepconan OY.

Cnoco6 (MeToa) peanm3anuu yrpo3bl — cOou (0TKa3bl) IPOrPaMMHOTO 0OECIIEYEHHS U OMIUOKH
nepconaia OY.

Hcnoan3yemble yA3BUMOCTH — HEJIOCTATKH MEXaHH3MOB 00€ECIIEUEHH s COTTIACOBAHHOCTH JAHHBIX
B BJ] AVIC, cBsi3aHHEIE C BO3MOKHOCTBIO HapyIIEHHs COrNIAaCOBAHHOCTH.

Bug uudopManuu, NOTEHINUAIBLHO MOJBEPKEHHOH Yrpo3e — IEepCOHATbHBIC TaHHbIC
pabOTHHUKOB U 00yJarOIUXCS.

Hapymaembie cBoiicTBa 6€30MaCHOCTH AKTHBOB — JJOCTOBEPHOCTD, L[EIOCTHOCT.

Bo3MoskHBIE IOCAEACTBHS PeANH3alUN Yrpo3bl — PAacCOINIACOBAHUE B MEPCOHATBHBIX TaHHBIX
paGoTHHKOB 1 00ydatoruxcs, XpaHuMbIX B b/l AVIC, uto, B CBOIO OYepesb, MPUBEIET K BO3MOKHOMY
HaHECEHHs MOPATBLHOTO W/¥IN MaTepraabHoro ymepba OV.

4.1.5. OcymecTBieHne N0CTyHa (O3HAKOMIIEHHS) C IIEPCOHANBHBIMA JaHHBIME OOYYarOIIUXCS,
XpaHUMEIME 1 06pabarsiBaembivu B AVIC, 6e3 cormacus cy0beKTa IepCOHAbHBIX JaHHBIX (3aKOHHOTO
IIPEICTABUTEIIS) FJTH OKOHYAHHUS CPOKA JNEHCTBHSA TAKOTO COTTIACHSL.

HcTo9HMKH yIpo3bl — YIIOJHOMOYEHHBIC Ha JOCTYN K IIEPCOHAILHBIM JaHHBIM BHYTPEHHHE U
BHEIITHHE M0JIH30BATEINH.

Crnoco0 (MeToa) peaM3aluu yrpo3bl — OCYINECTBIECHHE HOCTyIa K MEPCOHATBHBIM TaHHBIM
00YYarOMKUXCs C KCIIONB30BAHMEM IITATHBIX CPEACTB, HNPENOCTABIIAEMBIX POrPAMMHO-ANIIAPATHBIM
obecneuenuem AVIC. :

Hcnoan3yeMble ySI3BHMOCTH — HEJOCTATKM MEXAHH3MOB 3alUTHl IIEPCOHATBHBIX ITaHHBIX
06yJaroImerocs, CBA3aHHbIe ¢ BO3MOXHOCTBIO JOCTyNa K HEM 6e3 IMHCHMEHHOTO COTIacus CyObeKTa
IEPCOHATBHBIX JAHHBIX HJIM IOCTIE€ OKOHYAHHUS CPOKA €r0 IeHCTBUS.

Bux wHpopManmuu, NOTEHUHATbHO IOJBEP/KEHHOHW Yrpo3e — II€PCOHATBHBIC JAaHHBIC
o0ydJaromuxcsl. 7t

Hapymaemble cBoiicTBa 6€30MaCHOCTH — KOH()HAEHIMAIBHOCTE.

Bo3MosKHBIE MOCHEICTBHS PeaTu3anuy  yrpo3sl — HECAaHKIHOHMPOBAHHOE O3HAKOMIICHHE C
IePCOHATBHBIMA JAHHBIMH BENET K HAHECCHHIO MOPAambHOIO H/WIM MaTepHanbHOro ymepoa
o6ydJaromeMycsl H3-3a HECAHKIIHOHUPOBAHHOTO PACKPHITHS KOHQHICHINALHON HHPOpMAIUH.

4.1.6. Buempenwe B uHbOpManHOHHYI0 cucTeMy OV BHPYCOB W OPYroro BPEIOHOCHOIO
IIPOrPaMMHOT0  OOE€CIleYeHUsT TpH B3aUMONEHCTBMM C BHCIIHHMH CHCTEMaMM, a Takke
[I0JIB30BATEIAMI ¢ HocuTeNnedl HH(OpMalMM, HWCIONB3yeMbIX HA aBTOMATHU3MPOBAHHEIX DPabOYMX
MecTax.




M cTOYHHKH Yrpo3bl — BHYTPEHHHUE NT0JIB30BaTeNd U nepconan OY, BHEITHAE CUCTEMBL

Crnocod (merox) peanw3amHdH Yrpo3bl — BHEJDEHHE BHPYCOB H JPYroro BPEJIOHOCHOIO
IPOrPaMMHEOTO OOECTieYeHrsl IPH B3aUMOIEHCTBMM C BHEITHMMH CHCTeMaMu (aiIOBEIH OOMEH.
SJIEKTPOHHAs MOYTa W T.I.), & TaKXe IPH HCIONB30BAHWM CHEMHBIX HOCHTEIeH HHQOpPMAlMH Ha
aBTOMATH3HPOBAHHEIX Pad0YHX MECTax.

Hcnoap3yemMble YA3BHMOCTH — HEJOCTATKM MEXAaHH3MOB 3aIIUThl HHPOPMAIHOHHOH CHCTEMBEI
OY oT BHeOpeHHsS BHPYCOB H JIPYrOro BPEIOHOCHOIO MPOIPaMMHOTIO OOECIEHYCHHs, CBA3aHHBIC C
 BO3MOKHOCTBIO BHE/IDEHHS BUPYCOB H IPYTOTO BPETIOHOCHOTO POrPaMMHOTO O0eCTIeYeHHS.

Bun uadopmanuH, NOTeHIHAJIbLHO NOJBEPIKEHHON yrpo3e — MPOrpaMMHOE oOOecIedeHHe
nH(pOpManHoHHOH cucTeMbl OV

Hapymaemoe cB0icTBO 5€30MaCHOCTH AKTHBOB — [[EJIOCTHOCT.

Bo3MoKkHBIE MOCTEICTBHS Peaau3alldd yrpo3bl — HapyIIeHHE PEXXHUMOB (YHKIHOHHPOBAHMUS
MH(OPMAITHOHHOH CHCTEMBI 00pa3OBATENBHOrO YUpeKAEHHsS, MoTeps (yIpara) H HCKaKCHHE
pHGOPMALMH, CHIDKEHHE YPOBHs 3allMIIEHHOCTH WH(bopMmanuonHoH cucremsr OY. Bemer x
BO3MOKHOMY MarepransHoMy yimepOy OV.

4.1.7. OcymmecTBIeHNe HECAHKIMOHUPOBAHHBIX HH(MOPMAIMOHHBIX BO3ACHCTBUM (MomuuKausa
KOH(HUIyPAIHOEHEBIX JAHHBIX IPOrPaMMHO-AIIAPAaTHBIX CPENCTB, IOAOO0P ayTeHTU(PHUKAMOHHOM
HHGOPMAIHH | T.II.) Ha HHGOpMANHOHHYI0 cucTeMy OV, OCYINIECTBIAEMBIX U3 BHEIIHAX CHCTCM.

M cTOYHUKH YIPO3bI — BHEITHHE 3JI0YMBIIUICHHUKH, BHEITHAE CUCTEMBI.

Croco6 (MeTox) peau3auy yrpo3bl — HeCAHKIIMOHHPOBAHHBIE HH(OPMAOHHBIE BO3NCHCTBH
C HCIIOJIB30BAHMEM CIICIHAIM3UPOBAHHOTO IIPOrPAMMHO-AIIaPaTHOrO 00€CIeUCHHUSL.

Hcmosb3yeMble YS3BHMOCTH — HEJOCTATKH MEXaHH3MOB 3allUThl HH(pOPMAIHOHHOH CHCTEMEI
OY. OT HeCaHKIIMOHUPOBAHHBIX BHENTHUX BO3ICHCTBUM.

Bug wuadopManuy, NOTEHNHAJLHO MNOABEPKEHHOHW Yrpose — IPOrpaMMHO-aNIapaTHOS
obecreuenne nHpopManHoHHOH cuctemsl OV.

Hapymaemble cBoicTBa 6€30MaCHOCTH AKTHBOB — KOH(GUICHINATBHOCTD, IENTOCTHOCTS.

B03MOKHBIE TMOCIEICTBAS PeAJH3alMi Yrpo3bl — HapyIICHHE PEXMMOB (YHKIHOHUPOBAHUA
nadopManroHHO} crcteMbl OV, CHIKCHHE YPOBHS 3aIMIIEHHOCTH uHpopMannoHHO# cuctemsl OV,
BezeT Kk BO3MOXKHOMY MaTepHaIbHOMY yIIepOy.

4.2. Tosmuka u neau oesonacuocTu g AUC
AVC nomkaa 06eceurnThb Clie0BaHne IPUBEICHHBIM HIDKE IPaBUIaM 0€30IIaCHOCTH:

1. JlomxHa GBITH OOecTIedeHa PErUCTPAIMS K yUeT MOJyUeHus (BKII0Yas yKa3aHue CpoKa TEeNACTBUS)
COrTacys 3aKOHHOTO IPEICTABHTENS BOCTIUTAHHHKA Ha 00pabOTKY IpenocTaBieHHBX uM B OV
[IEPCOHANBHBIX JAHHBIX.

2. JlomkHa OBITH oOOecmedeHa BO3MOXKHOCTh HAIEKHOTO XPAHCHMS MEPCOHANBHBIX —[aHHBIX
paboTHHKOB W OOyJaromuxcs. (B T€YEHHE JEHUCTBUS CpOKa TPYAOBOTO JOrOBOPa M PasperICHU
(cormacust) Ha 06pabOTKy NEPCOHATBHBIX TAHHbIX COOTBETCTBEHHO).

3. Jlomkua ObITH oOecredeHa BO3MOKHOCTH Oe3omacHoro BoccTanobienus AVIC mocne c6oe H
0TKa30B MPOrPaMMHOr0 o0ecTiedeHns 1 000y I0BaHHUS.

4. JlomkHa OBITH oOOecreyeHa 3alliTa HMHQOPMAlKMH, COCTABIIONIEH INEPCOHANBHBIE [AHHBIC
pabOTHUKOB U 00Y4YaIOIIUXCs, [IPH €€ 06paBoTKe, XpaHEHHH W Iepeade CICHaTH3HPOBAHHBIME
CpeICTBaMU 3allUTHL. ‘ .

5. JOWKHO OBITH OGECIIEUeHO HATMYHE HA[NEKAUIMX, 3AIIMIIECHHBIX OT HECAHKIMOHHPOBAHHOTO
JCIIONB30BAHMNS, MEXAHW3MOB PETHCTPAIlHy U MpeynpexaeHus aqvuaucTparopa AVC o modsx
COOBITHSX, OTHOCSIIUXCS K 6esonacnqcm ANC.

6. JIomKHO OBITH OOECIEYEHO HAIHYUEe HAUISKAINX X KOPPEKTHO (YHKIMOHUPYIOMUX CPEICTB
A/IMAHMCTPHPOBAHKS 0Oe30macHoCTH HHGOPMANMOHHOH cucTeMel OV, JOCTYNHBIX —TOIBKO
YIIOJTHOMOYEHHBIM aMAHUCTPATOPAM.

7. JIOJKHBI OBITH TIPETOCTABIEHB! MEXAHH3MEI ayTEHTH(QUKAIWH, OOCCIEUHBAIONIUE ANEKBATHYIO
3AIUTy OT IPAMOTO WM YMBIIIICHHOTO HapylleHHs Oe30IaCHOCTH HApYIIMTENAMHA C HHUSKHM
[OTEHIHATIOM HallaJeHHUs.



8.

JlomKHBI OBITE  OOEClieYeHBl MEXaHW3MBl TIEHEpallWM, HaIEKAIEro ¥ 3alUIICHHOIO
pacIpe/ieieHns, YHHYTOKEHHUs KIFOYeBOi HHQOpMAIMH, a TaKKe MEXaHW3Mbl [MU(pPOBaHKS, U
GopMupoBaHMs  3MEKTPOHHOM  ImbpoBod  momamuch. JIaHHBIE  MEXAHH3MBl  IOJDKHBI
(QyHKIHOHHPOBATE B COOTBETCTBHU C CEPTUQHUIMPOBAHHBIMU AITOPUTMAMH.

4.3. MomTHKA H HeaH desonacHocTH 1Js cpeasl pyHknuonnposanua AUC

Cpema GymxmmonupoBanusi AVC nomkxkHa OOECHEYHTh CJIEJOBAaHHE ITIPUBEACHHBIM HHXKES

IIpaBujIaM 0€30IIaCHOCTH:

=

JlokHa OBITH OOecliedeHa WHIKCHEPHO-TEXHUUECKAs YKPEIUIEHHOCTh OOBEKTOB pasMEINCHHUS
cucTeMbl 00pabOTKH, XpaHeHHs | Iepefadd MHGOpPMammH, COIAEpKallel CBEACHHA O
MIEPCOHATBHBIX IaHHBIX.

OGBEKTHl Pa3sMeIeHHs CHCTEMBI 0OPabOTKHM, XpaHEHWs H Iepefadd MH(MOPMAIUH, Colepkame
CBEIEHHS © IEPCOHATBHBIX MNAHHBIX, OIDKHBI OBITH OOOPYNOBAaHBI CHCTEMOM OXpaHHOH
CHUTHAITH3AIHN. )

JlomkHa OBITH HCKIIOYEHA BO3MOYKHOCT HECAHKLIMOHMPOBAHHOTO (U3MYECKOTO AOCTyma K
[IPOrpPaMMHO-AIIAPATHEIM 3JIeMEHTAM CHCTeMbl 00pabOTKH, XpaHEHHs M Tepenaun uHpopmanuy,
cozepraleil CBeeHUs O IEPCOHAIBHBIX JaHHBIX, CO CTOPOHBI IIOCTOPOHHUX JIHIL.

Ha o6BekTax ciucTeMbl 00pabOTKH, XpaHEeH!s U Iepefadl HHPOPMAIMH, COIEpKallel CBEICHUS O
IIEPCOHANBHBIX IAHHBIX, JODKHO OBITh OOECIEYEHO HAIMYME ¥ HaIJIe)KaIlee HCIOIb30BAHHE
CpEIICTB aHTHBHPYCHOM 3aluThl, CepTHOUIMPOBAHHEBIX IO TpeOoBanusaM 6e30macHOCTH. JIOIKHO
OBITH 06ECTIEYEHO PETYIIIPHOE OOHOBICHAE AHTHBHPYCHBIX 0as.

O6BeKTHl CHCTEMBI 00pa0OTKH, XpaHeHUs W Heperadd HHpOopMalud, COAep)Kalled CBENCHUI O
TIePCOHANBHBIX JAHHBIX, JOIDKHO OBITh IIOKIIOUEHB! K BHEITHIM BEIMHCIUTENBHEIM CETSIM 00IIEro
MONB30BAHMS C HCIONL30BAaHMEM HAUISKAIUX CPEACTB  MEKCETEBOTO  OKpaHUPOBAHHI,
CepTU(GUIMPOBAHHBIX 110 TPeOOBAHMAM OE30MACHOCTH.

Ha o0BeKTax cucTeMbl 00pabOTKH, XpaHEeHHs U Iepefiadd HHPOpMalKK, COIEepIKaIled CBEACHHS O
IIEPCOHANBHBIX JAHHBIX, JODKHO OBITH O00ECmEeYeHO OTCYTCTBHE HEINTATHBIX HPOrPaMMHBIX
CpeJICTB, He HMEIOIIUX OTHOILICHHE K Iporeccy GyHKnuonupoBanus OY.

JlomkHBI OBITH OOeCIeueHbl YCTaHOBKA; KOHQHMIYDHPOBAHHE U YIPABICHHE IPOTPaMMHO-
anmapaTabiMa cpenctBaMi AMIC B COOTBETCTBHM C PYKOBOJCTBAMH U COTJIACHO OIEHEHHBIM
KOH(UTYpaIIM.

Ilepconan, OTBeTCTBeHHBIA 3a ammuHucTpupoBame AMC, nomwkeH ObITh OJaroHagCKHBIM H
KOMIIETEHTHBIM, H PYKOBOJCTBOBATHCS B CBOEH IESTEFHOCTH COOTBETCTBYIONIEN HOKYMCHTAIIHEH.

VrnonHoMoueHHBle Ha pabory ¢ AWC omeparopsl JO/KHBI OBITh  OnaroHaieKHBIMH,
PYKOBOJICTBOBAaTbCS B CBOEH pafoTe OSKCIUTyaTaOMOHHOM jokymenrtammed Ha AMC, a mx
COBMECTHBIE [EHCTBMS MOJDKHBI OBITh HalpaBlCHBl HCKIIOYMTEIBHO HA BBIIOIHEHUE CBOHX
(YHKIIMOHATBHBIX 00S3aHHOCTEN.



